ISSM System Certification Test Checklist

Facility Name:       
 IS#:      

Reference:  Certification testing and ongoing security testing are the verification of correct operation of the protection measures in a system.  In accordance with NISPOM 8-103g, 8-201, 8-610a2 and 8-614a, the ISSM will perform and document that the system operates in accordance with the approved SSP and that the security features, including access controls and configuration management, are implemented and operational.   


N/A
S
F

Physical Area Safeguards

Closed Area: verify the area has been approved and all Closed Area procedures and mechanisms are in place.  (NISPOM 8-308)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Restricted area: verify components are positioned so that classified information displayed or output during processing will not be visible to unauthorized persons. Verify all required locks, seals, or barriers are in place.  (NISPOM 8-308)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


All areas:  Verify all IS components in the hardware baseline reside in the IS controlled area.    
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Verify a container approved for storage of classified materials or classified waste is available for use.
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Authorized Users/Training

Verify the clearance, Need-to-Know, and any additional accesses (if applicable) for each IS User.  (NISPOM 8-303 and 8-309)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


If applicable, verify that visitors, subcontractors and consultants have JPAS eligibility or a current Visit Authorization letter on file with your facility.  (NISPOM 8-606a). 
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Verify each IS user has received initial training regarding their IS responsibilities and has signed a User Authorization form.  (NISPOM 3-106e and 8-307) 
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Hardware Configuration

Verify the IS hardware components match the IS Profile Hardware baseline. 

 (NISPOM 8-610a(1)(d))
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Verify the configuration of the IS is compliant with the Configuration Diagram contained in the Profile and that all hardware and connections are listed.  (NISPOM 8-610a1d)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Verify all IS hardware has been examined to determine that it is in good working order. 

 (NISPOM 8-302b)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Software Configuration and Media

Verify the software resident on the system is in accordance with the Software Baseline in the Profile.(NISPOM 8-610)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Verify there is a backup protected copy of all software dedicated to classified processing sessions.  (NISPOM 8-304b(4))
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Verify all classified media has all appropriate NISPOM required markings.  (NISPOM 8-306)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Top secret:  If applicable, verify Top Secret media has been placed into accountability.  

(NISPOM 5-203)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Co-located:  If there are co-located systems dedicated to unclassified processing in the IS controlled area, verify all unclassified media is marked as Unclassified.  (NISPOM 8-306c)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Verify media dedicated to maintenance activities is labeled “Unclassified – For Maintenance Only”  (NISPOM 8-304b(4))
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Labeling

Verify all hardware that will retain information when power is removed has a conspicuous external classification label.  (NISPOM 8-306a)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Verify all systems or workstations that are co-located in the area, but are not part of the accredited IS baseline have been conspicuously labeled to indicate their use is limited to unclassified processing.  (NISPOM 8-306a)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


IS Profile Attachment 10

ISSM System Certification Test Checklist

Facility Name:     
IS#:       

Instructions: Most protection measures on this page are implemented through IS technical controls.  This portion of the certification test guide must be filled out for each platform contained on the system (e.g. Windows 2000, Sun Solaris 8.0).  Verify all technical controls are in place and operating correctly.  S denotes the results for a particular technical control are in place and operating successfully.  F denotes the technical control is not in place or the verification test failed.  All failed results must have a corrective action taken prior to certifying the IS.  Specify N/A if the particular technical control does not apply to this IS (for example, a single user standalone does not require technical audit controls and verification may be N/A).

Profile Version#:      
Operating System:      
O/S Version #:       


N/A
S
F

Logon Authentication

Technical Implementation:  If logon authentication is technically implemented, verify that IS users are required to present their User ID and authenticator to gain access (NISPOM 8-303)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


If user access is not technically implemented through logon authentication (single user standalones), verify physical security controls and personnel security controls such as an Authorized User List are sufficient.  (NISPOM 8-303c)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Session Controls

Technical Implementation:  Verify the DoD or contractually required login banner is displayed on all systems and that the user is required to take positive action to remove the notice from the screen.  (NISPOM 8-609a(1))
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


If the warning banner is not technically implemented, verify it is prominently displayed in the area or other methods of notification are developed and approved by DSS.  (NISPOM 8-609a(1)).
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


If the OS is capable, verify that successive logon attempts are controlled by: denying access after multiple consecutive unsuccessful access attempts of the same user ID, limiting number of access attempts within a time period, by use of a time delay control.  (NISPOM 8-609(2))
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Verify system entry granted only in accordance with user’s profile and if not explicitly granted, verify all remote activities such as remote logons and anonymous file accesses are prohibited.  (NISPOM 8-609(3))
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Password Controls

Verify that when passwords are entered they are not visible (must be masked). 

(NISPOM 8-303i(4))
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Password Generation:  If the IS generates the passwords, verify the IS generates a random password that is a minimum of 8 non-blank –characters.  (NISPOM 8-303i(2))
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


If passwords are User generated, verify the following features, as specified in the profile, are properly functioning:  Minimum password length (8-characters), Password composition (mixture of characters/numbers, and upper/lower case) 

Capability to require a password change upon reaching the allowed password lifetime.  

(NISPOM 8-303i)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


If present, verify that vendor standard accounts with pre-defined passwords have been changed or disabled.  Verify that they have also been changed or disabled after a new system version is installed or other action initiated that might result in restoration of these passwords/accounts.  (NISPOM 8-303i(5))
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Group Accounts:   If group authenticators are used, verify they are used in association with individual authenticators.  (NISPOM 8-607b and 8-505)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


If present, verify that the BIOS setup, EEPROM access or single user mode, GRUB or LILO loader is password protected. 

(NISPOM 8-613a(1))
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Access Protections

Verify that the file(s) containing passwords is either not accessible to non-privileged users, or that the passwords are encrypted.  (NISPOM 8-303d)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Verify that the file(s) containing audit data is not accessible to non- privileged users.

(NISPOM 8-602a(2))
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Verify the files and directories that control the system and/or its security may not be modified or deleted by non-privileged users.  (NISPOM 8-613)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Verify that writing to floppy drives, CD-ROM drives, or use of USB drives, not expressly permitted by the security policy are prohibited.  (NISPOM 8-609a(3) and 8-606)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Verify that security procedures are in place to mitigate risks inherent with wireless devices.

(NISPOM 1-200 and ISL 05L-1)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Audit Mechanisms

Verify that systems capable of audit have auditing enabled or if the system is incapable of audit, the GCA has provided contract documentation that clearly directs the use of those operating systems.

(NISPOM 8-602, ISL 2007-01, Q41)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Verify the system is recording successful and unsuccessful logons and logoffs.  

(NISPOM 8-602a(1)(b))
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Verify the system is recording unsuccessful attempts to access security relevant files and directories.

(NISPOM 8-602a(1)(c))
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Verify the system is recording denial of system access (account lockout) due to multiple failed login attempts.  (NISPOM 8-602a(1)(f))
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Verify the system is recording changes to passwords.   (NISPOM 8-602a(1)(d))
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Verify that the audit records generated by the system contain the following information: date and time of the action, type of action, and the responsible person for the action, and the resources involved (e.g. name of file for a failed access attempt of a file).  (NISPOM 8-602a(1)(a))
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Virus Detection and Malicious Code

Verify that virus detection software has been installed, is functional, and has been executed on all installed media.  (NISPOM 8-305)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Verify that all IS software has been tested for malicious code as feasible.  (NISPOM 8-305)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Sanitization Procedures

Verify all sanitization procedures have been validated. 

(NISPOM 8-301 and DSS Clearing and Sanitization Matrix)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 



 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Trusted Download Procedure

Verify that trusted download procedures are in accordance with DSS procedures and formats or that the GCA has acknowledged the Risk via DD254, contract, or memorandum. (NISPOM 8-310b)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Networks

Transmission:  Verify transmission is through a Protected Distribution System or by use of an NSA Type 1 Encryptor.   (NSTISSI 7003)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Interconnected network:  Verify security policy is in accordance with the DSS Approved Network Security Plan.  (NISPOM 8-700)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


Interconnected network:  If connected to a government system, verify security policy is in accordance with MOU.  (NISPOM 8-700)
 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 
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